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General Contents 
 

The document shall also include necessary user manuals and guidance enabling the owner to establish incident 

response/recovery plans and verify intended operation of security functions (SR 3.3). 

It shall include procedures or instructions allowing the user to accomplish the following: 

 

1. Local independent control (see UR E26 sec. 4.4.2)  

2. Network isolation (see UR E26 sec. 4.4.3)  

3. Forensics by use of audit records (see UR E27 sec. 4.1 item no.13)  

4. Deterministic output (see UR E26 sec. 4.4.4 and UR E27 sec. 4.1 item no. 20)  

5. Backup (see UR E27 sec. 4.1 item no. 26)  

6. Restore (see UR E27 sec. 4.1 item no. 27)  

7. Controlled shutdown, reset, roll-back and restart (see UR E26 sec. 4.5.3)  

 

 

Note: 

 

This document refers only to the points 3, 4, 5 e 6 of the general content because they are typical of a device supplier. 
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1. Forensics by use of audit records: 

 

When, for any reason, it is necessary to perform a log analysis, proceed as follows 

 

 

BSP 
 

From your PC’s browser or directly on the device:  

 

1. in the address bar, type https://IPaddress/machine_config to reach the device and press enter,  

 

2. Enter your username,  

 

3. Enter the password and press enter on the keyboard or the “Proceed” button,  

 

4. on the left you will read the list of items relating to "System settings",  

 

5. click Logs  

 

6. click “Get” button to download the log files  

 

7. open the file tar.gz. 

 

 

JMobile 
 

The Audit trail is a chronological sequence of audit records. Each record contains information on the actions executed and 

the user that performed them. 

 

This function provides process tracking and user identification with timestamp for events. 

 

 

Backup Archive 

If Save a copy when full option is enabled, the HMI device will save a copy when the events buffer is full before it is 

overwritten by newer data. 

 

 
 

 

Table audit widget 
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Path: Widget Gallery> Basic> Audit Tables 

 

Display contents of the audit trail inside a widget 

 

 
 

Buttons: 

• REFRESH 

Retrieve trend data from internal buffer and refresh table view 

 

• BACKWARD/FORWARD 

Move the display window forward or backward as specified in the duration parameter 

 

Filter: 

Use the combo box to select the column where search for and the text filed on the right to enter the string to search to. 

 

 
 

Printing audit table 

An audit table widget without buttons can be found and used from the print report gallery. The table can be drawn and 

enlarged to fill the entire page. If the number of lines to printed is greater of one page, the audit table will be printed using 

additional pages. 

 

Using the “attach to tag” feature is possible to use tags to define some properties of the historical trend to print at runtime: 

 

• Page Duration 

• End Time 

 

"Page Duration" with "End Time" define the piece of the audit buffer to print. 
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Exporting audit trail as .csv files 

Data recorded inside the audit trail can be exported inside a csv file using the SaveEventArchive action. See 

"SaveEventArchive" for details. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

File structure 
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2. Deterministic output. 

This requirement specifies that the device shall provide the capability to set outputs to a predetermined 

state if normal operation cannot be maintained as a result of an attack. The predetermined state could 

be: 

- Unpowered state, 

- Last-known value, or 

- Fixed value 

 
For Exor’s device the component that allows you to bring the device back to a "known" operating state 

is the watchdog. A watchdog timer is an electronic or software timer that is used to detect and recover 

from device malfunctions. Watchdog timers are widely used in devices to facilitate automatic 

correction of temporary hardware faults, and to prevent errant or malevolent software from disrupting 

system operation. 

During normal operation, the device regularly restarts the watchdog timer to prevent it from elapsing, 

or "timing out". If, due to a hardware fault or program error, the device fails to restart the watchdog, the 

timer will elapse and generate a timeout signal. The timeout signal is used to initiate corrective actions. 

The corrective actions typically include placing the device and associated hardware in a safe state and 

invoking a device reboot. 

 

Another component that allows the system to reach a predetermined state in case of malfunction is the 

OOM Killer (Out of Memory Killer). The OOM Killer is a component of the Linux kernel that kills the 

process if it consumes a large amount of memory: this anomaly must be caused by simulating an attack. 

OOM Killer also intervenes automatically. 

 

3. Backup and Restore 

Exor devices provide the ability to perform backup and restore in the following way: 

 

BSP and JMobile 
 

To backup or restore all the installed applications with their settings, you must open the System 

Settings interface in Config OS mode using the tap-tap procedure or on your PC. 

Then log as admin and select the "Management" option. From this page, you can use the "Get" button 

to backup inside an external memory (e.g. USB key) the contents of the Data and the Settings 

partitions. Use instead the "Update" button to restore the contents from a previous backup. 
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Data Partition 

The data partition contains the applications and they settings 

Settings Partition 

The settings partition contains the settings of your device (this means the configuration parameters 

entered using the System Settings interface) 

 

 
 

The MD5 file 

The "Get" command will provide only a file with the contents of the partition (e.g. data.tar.gz), but if 

you want to restore the same file, using the "Update" command, you must provide even an MD5 

checksum file. 

The MD5 checksum file must have the same name as the files that you want to load with the .md5 

suffix as e.g.: 

• data.tar.gz 

• data.tar.gz.md5 

 

On the Internet, it is easy to find various tools that calculate the MD5 checksum of a file. On Windows 

10 it is also possible to use the "CertUtil" utility on the command line, e.g. 

 

 
 

The MD5 checksum file must have only one line. If the utility that calculates the checkum generates a 

file with multiple lines, the additional lines must be deleted. 
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Only JMobile 

 
Backup/restore of Runtime and project 

 

You can backup all the content of the HMI device, including 

 

• JMobile HMI Runtime 

• HMI Application Project 

• CODESYS Project 

 

to an external memory. This backup copy can be used to restore the content of the HMI device at a later 

time or copy it to a new HMI device. 

 

The backup function is available only if enabled for the logged user.  

 

 

Backup function 

The backup function automatically performs the following procedure: 

 

• Unloads the current project to unlock files in use. 

• Unload CODESYS service 

• Archives the folder (containing JMobile HMI Runtime, projects, dynamic files such as recipes, 

alarms, trends and so on) to a .zip file (standard or encrypted). 

• Reset the HMI device (reloads the project). 

 

To start the backup procedure: 

1. In JMobile HMI Runtime right click to open the context menu. 

2. Select Backup: the Backup dialog is displayed. 

3. Select the path for storing the backup file. 

 

Restore function 

Restore the backup package can be perform on HMI device 

• from the Context Menu (see "Update package" for details of the user manual) 

• or from the System Settings (see previous paragraph). 

 
 

 
 

 


